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mts INTRODUCTION 
A HISTORICAL PERSPECTIVE ON CSIS 


THE CSIS MANDATE. 
Type of Activities. 
1. Espionage and Sabotage. 
2. Foreign Influenced Activities. 
3. Political Violence and Terrorism . 
4. Subversion . 


Lawful Protest and Advocacy 
Security Screening 
Foreign Intelligence 


ONTROLS ON CSIS 
1. Solicitor General . 
. Deputy Solicitor General 
. Judicial Control 
- Direetor of CSIS —. 
. Inspector General . ; 
. Security Intelligence Review Committee (SIRC) 
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. Parliament 


THE CANADIAN SECURITY AND INTELLIGENCE 
COMMUNITY. 


NATIONAL AND INTERNATIONAL COOPERATION. 


THE INTELLIGENCE CYCLE 
1. Planning 
2. Collection 
3. Analysis 
4. Dissemination 


It is not often that the Director of a security intelligence service has the 
opportunity to tell the organization’s story. Despite extensive public debate, 
including two commissions of inquiry that led to the establishment of the 
Canadian Security Intelligence Service (CSIS), its role and functions are 
still not well understood. This is unfortunate because there is a need for 
such a service, even in Canada. We live in an imperfect world where some 
individuals, some groups and even some foreign states single mindedly 
pursue their own objectives without regard for the laws, safety and well 
being of those living in Canada. 


This brochure is designed to give a better appreciation of how CSIS seeks 
to protect the security of Canadians in such a world. It describes the origins 
of CSIS, its responsibilities and how they are discharged, the controls under 
which it operates, the independent reviews of its operations, and the intel- 
ligence community to which it relates. These are all aspects of the CSIS 
story which I hope you will read with interest. 


(eee 


J. Reid Morden 
Director 


The Canadian Security Intelligence Service exists to meet two basic needs 


vital to Canada’s security: 


“*First, the need to protect Canadians and their governments against 
attempts by foreign powers to use coercive or clandestine means to advance 
their own interests in Canada, and second, the need to protect the essential 
elements of Canadian democracy against attempts to destroy or subvert 
them.’”! 


CSIS meets these basic needs by providing the Canadian government with 
information in advance of activities which threaten the country’s security. 


The McDonald Commission Report of 1981, like the MacKenzie 
Commission Report? twelve years earlier, viewed security intelligence work 
as fundamentally different from police work. Both Commissions recom- 
mended that a civilian security intelligence service not have the responsibility 
for direct action to counter security threats or to provide evidence in a court 
of law during criminal prosecutions. These functions were considered to 
be best carried out by law enforcement agencies. Moreover, because security 
intelligence work required a lower threshold of evidence than police work 
for investigations to be initiated, and because such investigations, once 
initiated, were subject to fewer legal controls, the Commissions wanted a 
civilian security intelligence service to be under the close control of the 
federal government so that individual rights would be protected. 


The CSIS Act of 1984 incorporated these ideas by creating a civilian security 
intelligence organization. The work of the CSIS intelligence officer is, 
therefore, the collection of information from a variety of sources and through 
a variety of methods, the analysis of that information, and the dissemina- 
uon of the analytic product to the federal government and to other govern- 
ments and law enforcement agencies as permitted by law. 


The CSIS legislation is considered by many to be among the most com- 
prehensive in the world for governing a security intelligence organization. 
This brochure will introduce you to elements of the CSS Act and the events 
leading to the establishment of this civilian security intelligence service. 


1 Reports of the Commission of Inquiry Concerning Certain Activities of 
the Royal Canadian Mounted Police (McDonald Commission). Second 
Report. Volume 1: Freedom and Security Under the Law (Ottawa: Queen’s 
Printer, 1981), p. 40 


2 Report of the Royal Commission on Security (Ottawa: Queen’s Printer, 
1969). 


The Canadian Security Intelligence Service was created in July 1984 by an 
Act of Parliament?. This establishment of a civilian intelligence service and 
the disbanding of the Royal Canadian Mounted Police Security Service 
recognized the differences between security intelligence activities and law 
enforcement work. The 120-year old interlocking of Canada’s security 
intelligence service with the federal police force 


was brought to a close. 


The evolution of the 
Canadian Security Intelligence Service began in the 
mid-19th century when Sir John A. MacDonald created the Western 
Frontier Constabulary in 1864. The Constabulary operated along the borders 
of Upper Canada, and reported on activities relating to the American Civil 
War that might affect Canada’s security. Embedded within the federal police 
force since that time, Canada’s security intelligence service remained small 
and inconspicuous until 1939. With the onset of the Second World War, 
the RCMP Intelligence Section expanded significantly and any thoughts 
that the unit might shrink to pre-war levels were thrust aside by the defec- 
tion in September 1945 of Soviet cypher clerk, Igor Gouzenko. 


3. Canadian Security Intelligence Service Act, 1984. 


Gouzenko’s revelations of an elaborate Soviet espionage network operating 
in Canada ushered in the modern era of Canadian security intelligence. 
Previously, the so-called ‘‘communist menace’’ had been viewed by 
authorities in terms of its threat to labour peace. Gouzenko’s information 
proved that the Soviets of the day were interested in more than cultivating 
disaffected workers: they were intent on acquiring military, scientific and 
technological information by whatever means available to them. The world 
belonged to the scientifically and technologically advanced. Such knowledge 
had become the key to advancement and the Soviets intended to progress. 
Thus, as the post-war period became the Cold War, Canadian security 


intelligence operations grew in response to this new threat to Canada. 


Espionage, however, soon became only one aspect of the complex world 
facing those involved in Canadian intelligence work. The 1960’s provided 
challenges of an entirely different and unprecedented order. In Quebec, 
members of the Front de libération du Québec (FLQ) emerged and used 
assassination, kidnapping, bombing, and other acts of terrorism in attempt- 
ing to achieve their political goals. Other developments which changed the 
Canadian political environment were the debate over the deployment of 
nuclear weapons on Canadian soil, the opposition to the escalating involve- 
ment of the United States in Vietnam and the evolution of a vigorous peace 
movement. Some of these developments carried a potential for politically 
motivated violence, foreign influenced activities and subversion. It was of 
course necessary to identify these threats but, in order to maintain fully 
the democratic way of life of Canadians, it was also necessary to protect 
scrupulously the right to exercise legitimate political dissent. This balancing 
of collective security with individual freedoms and rights became increas- 
ingly difficult. 


These tasks were made all the more complex by the conflicting priorities 
and responsibilities of security intelligence investigations and police work. 
The MacKenzie Commission and the McDonald Commission both recom- 
mended that security intelligence functions be separated from the RCMP 
and that a civilian service be formed to carry out those functions. Both com- 
missions recognized that the problem of balancing the need for accurate 
and effective security intelligence, with the need to respect democratic rights 
and freedoms, could not be adequately resolved as long as security intelli- 
gence responsibilities remained part of the federal police force. 


In 1970, following the report of the MacKenzie Commission, a foreign ser- 
vice officer with the Department of External Affairs became the first civilian 
Director General of the RCMP Security Service. Institutional links between 
the Security Service and the main body of the RCMP became more flexible, 
but problems, due to the different natures of security intelligence work and 
police work remained. The establishment of a civilian security intelligence 
service had to await the revelations and recommendations of the McDonald 
Commission. In August 1981, the federal government announced that a 


— 


security and intelligence service, separate from the RCMP, would be created. 
A task force was formed to plan and oversee the establishment of the new 


organization. 


The first legislation to establish the security intelligence service, Bill C-157, 
““An Act to Establish the Canadian Security Intelligence Service (CSIS)’’, 
was introduced in Parliament in May 1983. A special committee of the 
Senate, established to examine the Bill, produced its findings and recom- 
mendations in November 1983. Following this report, the federal govern- 
ment tabled amended legislation, Bill C-9, in the House of Commons in 
January 1984. It was passed by both Houses of Parliament and given Royal 
Assent in June 1984. CSIS began its formal existence on July 16, 1984. 


The Act that created CSIS also ensured that CSIS would continue to develop 
as an effective and responsible organization. Section 56 calls for a com- 
prehensive review of the provisions and operations of the CS/S Act to be 
undertaken after July 1989 by either the House of Commons or both Houses 
of Parliament. 


The CSIS Act provides the basis, in law, for security intelligence opera- 
tions in Canada and includes a system of review and controls to safeguard 
against any abuse of the powers given to CSIS. The heart of the mandate 
remains investigation, analysis and reporting to government on activities 
that constitute threats to the security of Canada. 


The Canadian way of life is founded upon a recognition of the rights and 
freedoms of the individual. CSIS carries out its role of protecting that way 
of life, cognizant of those values. To ensure this balanced approach, the 
CSIS Act strictly limits the type of activity that may be investigated, the 
ways that information can be collected and who may view the information 
gathered. In addition, the Act provides many controls to ensure adherence 
to these conditions. 


Information may be gathered under the authority of Section 12 of the CSIS 
Act on only those people engaged in one of the following four types of activity 
that threaten the security of Canada, as cited in section 2: 


1. Espionage and Sabotage 

Espionage is the secret gathering of non-public information in Canada by 
foreign governments. This information need not be military in nature to 
compromise our country’s security. Certain political, economic, industrial, 
and scientific information has the potential to shift the strategic balance 


of power in favour of those hostile to Canada and its allies. In other cases, 
foreign governments may wish to illegally use the scientific or technological 
developments of Canadians without contributing to the tremendous amount 


of effort, materials and investments required to attain those developments. 


Some foreign powers are adept at planting ‘‘sleeper agents’’ trained in 
sabotage in target countries. These agents’ role is to damage or destroy vital 
equipment or installations in wartime. Detecting these undercover agents 
is a continuing task of CSIS. 


2. Foreign Influenced Activities 

Foreign governments or their organizations may try to interfere with or 
manipulate Canadian political life in pursuit of their own interests. For 
example, hostile foreign powers may attempt to infiltrate Canadian govern- 
ment departments, or exert pressure on officials in those departments, in 


order to influence Canadian political decisions. 


Foreign governments or groups may also interfere with or direct the affairs 
of ethnic communities within Canada by pressuring members of those com- 
munities. Threats may also be made against relatives living abroad. 


Such clandestine or deceptive attempts at interference must be identified 
and the appropriate advice given to the government. 


3. Political Violence and Terrorism 

The threat or use of violence may be attempted in order to compel the 
Canadian government to act in a certain way. Hostage taking, bomb threats 
and assassination attempts are examples of violent actions that endanger 
the lives of Canadians and have been used in an attempt to force particular 
political responses and change in this country. 


Other exponents and supporters of political violence may try to use Canada 
as a haven or a base from which to plan or facilitate political violence in 


other countries. 


All of these actions compromise the safety of people living in Canada and 


the freedom of the Canadian government to conduct its domestic and, 


external affairs. 


4. Subversion 

Groups or individuals may try to achieve political change in Canada by using 
hidden, undemocratic methods to undermine or overthrow Canada’s con- 
stitutionally established system of government. These subversive actions, 
including related acts of violence, are a threat to the peace of Canada and 


its people. 


The CSIS Act specifically prohibits the Service from investigating acts of 
advocacy, protest or dissent conducted in a lawful manner. CSIS may only 
investigate these types of actions if they are carried out in conjunction with 
one of the previously identified four types of activity. CSIS is especially 
sensitive in distinguishing lawful protest and advocacy from potentially 
subversive actions. As already mentioned, even when an investigation is 
warranted, it is carried out with a careful regard for the civil rights of those 
whose actions are being investigated. Moreover, depending on the type of 
intrusive technique, the investigation may require the prior approval of the 
Service’s Director and of the Solicitor General of Canada. 


Along with investigating the above four types of threat to Canadian security, 
CSIS is also required to carry out investigations leading to security 
assessments on individuals whose positions entail access to classified 
material. These security assessments are provided to all departments and 
agencies of the federal government except for the RCMP and the Depart- 
ment of National Defence, who do their own. All assessments are under- 
taken only at the request of the department or agency. CSIS may also con- 
duct security screening investigations of individuals with regard to immigra- 
tion and citizenship applications. 


CSIS itself does not grant security clearances except for 
its own employees. For all others, it provides recommen- 
dations to the particular government department which 
then makes the final decision. 


CSIS investigators seek to identify those who willingly 
intend to undermine the security of Canada either for their 
own political ends, or for the benefit of a foreign power. 
More complex yet, investigators must also discern indi- 
viduals susceptible to being coerced or even lured unwit- 
tingly into compromising Canada’s security. 


Security screening requires an extremely thorough information gathering 
process in order to maintain the balance between the security of the state 
and the rights and freedoms of the individual. Much is at stake. Against 
the very real security concerns for Canada, investigators must weigh the 
effects on the career and life of an individual if a security clearance is denied 
or revoked. As a safeguard, anyone denied a security clearance or citizen- 
ship may appeal to the Security Intelligence Review Committee (SIRC). 
The sponsors of denied immigration applicants, under the family reunifica- 
tion program, have similar recourse. 


CSIS may provide assistance, in Canada, in the collection of foreign 
intelligence. Foreign intelligence includes information about the capabilities, 
intentions and activities of foreign states, non-Canadian individuals or 
entities. The Service shall undertake these tasks following the personal 
request in writing of the Minister of National Defence or the Secretary of 
State for External Affairs; and with the personal consent in writing of the 
Solicitor General of Canada. 


CSIS investigations usually begin with the monitoring of public informa- 
tion. Many need proceed no further. Evidence of a serious threat, however, 
requires the use of more specialized methods. Those who pose serious threats 
to Canada and its people do not invite the public to their planning sessions. 
A security intelligence service, like CSIS, must therefore employ a wide 
variety of investigative techniques including the more covert and intrusive 
methods. 


There are strict procedures and laws governing the use of these covert and 
intrusive methods of investigation to ensure that both the safety of the state 
and the rights and freedoms of its people are protected. All intrusive methods 
of investigation used by CSIS are subject to several levels of approval before 
they are employed. Both the Solicitor General and the Director of CSIS 
have established guidelines for approving intrusive methods of investiga- 
tion along with controls on the actual use of those techniques. The most 
intrusive methods such as electronic surveillance, mail opening and covert 
searches also require a warrant issued by a judge of the Federal Court of 
Canada. In addition, the Security Intelligence Review Committee and the 
Inspector General closely review the operations of CSIS. 


CSIS was established to protect the Canadian system of government and 
the democratic way of life from certain efforts to weaken or overthrow them. 
It must perform these functions while respecting the civil rights and 
freedoms of individuals. To maintain that balance, especially in view of 
the intrusive powers available to CSIS, the CSS Act provides for an effec- 
tive, interlocking system of direction and control involving the Solicitor 
General of Canada, the Director and the management of the Service, the 
Department of the Solicitor General and the judiciary. All the activities of 
CSIS are subject to further review by Parliament, the Inspector General 
and the independent Security Intelligence Review Committee. 


COUR TEDERALE 
DU CANADA 


FEDERAL COURT OF CANADA 


1. Solicitor General 

The Solicitor General is responsible for CSIS in Parliament. This Minister 
provides the Director of CSIS with policy directives and guidelines within 
which the Service operates. He must approve every warrant application for 
intrusive investigation before it is submitted to the Federal Court. He is 
informed of the activities of the Service by the Director of CSIS, the Deputy 
Solicitor General and the Inspector General. 


2. Deputy Solicitor General 

The Deputy Solicitor General has the statutory duty to advise the Solicitor 
General on the need for and the effectiveness of the Minister’s general direc- 
tions to CSIS. The Deputy Minister must be consulted by the Director 
of CSIS on every application for a warrant and on the general operational 
policies of the Service. The Deputy Minister also receives all the reports 
of the Inspector General. 


3. Judicial Control 

In the pre-CSIS era, authorization for the use of more intrusive measures 
was granted by the Solicitor General. Today, only the Federal Court of 
Canada can authorize such a warrant. The warrant itself is the end product 
of a long and intensive decision-making process. The warrant’s affidavit 
that sets out the justification for an intrusive investigative technique must 
first be reviewed by CSIS managers and subsequently by a senior committee 
within the Service chaired by the Director. This committee includes 
representatives from the Department of Justice and Deputy Solicitor 
General’s office. If the decision is to proceed with the warrant application, 
it is then submitted to the Solicitor General who must approve it person- 
ally. Only after the Minister’s approval is the affidavit submitted to a judge 
of the Federal Court for a decision. 


4. Director of CSIS 

The Director is responsible for the control and management of the Service 
and is directly responsible to the Solicitor General. He must submit periodic 
reports to the Minister on the activities of CSIS, or when in his opinion 
an employee may, on a particular occasion, have acted unlawfully in the 
purported performance of the duties and functions of the Service. He also 
must consult with the Deputy Solicitor General on general operational 
policies of CSIS, on warrant applications and on any matter indicated by 
the Solicitor General. He must also provide upon request, information 
enabling the operations of CSIS to be reviewed by the Inspector General 
and the Security Intelligence Review Committee. 


To ensure that policies are implemented, and to maintain a comprehensive 
and up-to-date knowledge of operations, the Director presides over key 
internal committees, such as those that consider which individuals and 
groups are to be investigated and what type of investigative techniques are 
to be used. 


5. Inspector General 

The Inspector General, who is responsible to the Deputy Solicitor General, 
reviews the operational activities of the Service, monitors compliance with 
operational directives and reviews the Director’s periodic reports to the 
Solicitor General. These reviews and certifications of the Director’s reports, 
as well as the Director’s reports themselves, are forwarded to the Security 
Intelligence Review Committee. The Inspector General may initiate inquiries 
or research as well as conduct specific inquiries at the request of the Solicitor 
General or SIRC. 


6. Security Intelligence Review Committee (SIRC) 

The CSIS Act created SIRC, an independent review agency, to prevent 
any political misuse of CSIS and to guard against any infringement upon 
human rights and freedoms by CSIS itself. SIRC is composed of between 
three and five Privy Councillors who are not members of the House of Com- 
mons or the Senate. SIRC members are appointed by the Governor in Coun- 
cil. Prior to making these appointments, the Prime Minister consults the 
Leader of the Opposition and the leader of any party that has at least 12 
members in the House of Commons. 


SIRC’s responsibilities are extensive. First, it reviews the Service’s perfor- 
mance of its duties and functions, especially with reference to the Director’s 
reports to the Solicitor General, the Inspector General’s certificates, and 
the directions of the Solicitor General to the Director. 


Second, SIRC investigates the complaint of any person with respect to any 
act performed by the Service. The Committee also investigates complaints 
from those denied security clearances in the cases of public service employ- 
ment and the supply of goods or services to the government of Canada. 
In addition, SIRC receives appeals of immigration and citizenship applica- 
tions which were rejected on security grounds. 


Commensurate with these serious responsibilities, SIRC has been granted 
special powers. The Committee has access to all information under the 
Service’s control, with the exception of Cabinet confidences. SIRC has the 
authority to direct the Inspector General to examine specific activities. It 
may also conduct such investigations utilizing its own staff. 


SIRC’s analyses of the Service’s performance are provided to the Solicitor 
General on an ongoing basis. In addition, the Committee is required to pro- 
duce an annual report which is presented to the House of Commons by 
the Solicitor General. 


7. Parliament 

Parliament has the final responsibility to review the activities of CSIS. The 
annual report of SIRC is thoroughly scrutinized by the appropriate 
Parliamentary Standing Committee. 


The CSIS Act also calls for a Parliamentary Committee to be established 
five years after the Act becomes law. The Committee is to conduct a com- 
prehensive review of the provisions and operation of the Act and to submit 
any recommendations for change to Parliament. This review is to take place 
after July 16, 1989. 


The Canadian security and intelligence community may be generally defined 
as all those in Canada who are involved in the collection and production 
of intelligence. CSIS is but one member of this community. The other 
members are primarily elements within the Department of External Affairs, 
the Department of National Defence, the Privy Council Office, Canada 
Employment and Immigration Commission, and the Ministry of the Solicitor 
General. 


Ultimate responsibility for the direction of this community rests with the 
Cabinet Committee on Security and Intelligence (CCSI), chaired by the 
Prime Minister. CCSI receives advice and proposals from the Interdepart- 
mental Committee on Security and Intelligence (ICSI), which is chaired 
by the Clerk of the Privy Council. 


An important element of the federal government’s response to security 
threats is the enforcement of laws designed to protect Canada’s security. 
To this end, with the approval of the Solicitor General, CSIS has entered 
into agreements with the RCMP and other domestic law enforcement agen- 
cies to provide timely information enabling them to take counter measures 
against such threats. During its investigations, CSIS may find evidence of 
unlawful activity not related to Canada’s security. Section 19 of the CS/S 
Act allows CSIS to disclose this information to domestic law enforcement 
agencies. The Attorney General of Canada and the Attorney General of the 
appropriate province must be informed of all information provided to peace 
officers by CSIS under this section of the Act. 


The Solicitor General may also approve agreements enabling CSIS to share 
information with provincial governments or federal or provincial depart- 


ments. Such agreements contain safeguards to prevent abuse. 


The Service is also authorized under Section 17 of the Act, subject to the 
approval of both the Solicitor General and the Secretary of State for External 
Affairs, to cooperate with foreign states and their organizations on the gather- 
ing of intelligence. Such cooperation is essential as hostile foreign powers 
and terrorist groups operate increasingly on a global scale. 


The Security Intelligence Review Committee reviews all agreements involv- 
ing an exchange between, or disclosure of information to, CSIS and federal 
departments or provincial and foreign governments and departments. It 
also monitors the actual disclosures. 


One of the major purposes of a security intelligence organization such as 
CSIS is the production of timely and useful analysis on threats to the security 
of Canada. Ministers and other officials depend on these analyses to develop 
and implement public policy. This process may be considered as four 


interwoven strands: 


1. Planning 

Planning encompasses and defines the entire intelligence process, from the 
identification of the threat to the delivery of the final analysis. A threat must 
be properly placed in the context of all the relevant information available 
and weighed in reference to other threats and to long and short term trends. 
Priorities must then be established and resources allocated. As additional 
information is received, these and newly identified threats must be con- 
tinually assessed and plans of action updated. 


2. Collection 

Information is the lifeblood of a security intelligence organization. Without 
information, no effective planning can occur and no appropriate responses 
can be made. Information is gathered from a wide variety of sources. Public 
sources, such as newspapers, periodicals, books, and academic journals, 
often yield valuable information. Raw data also comes from less accessible 
sources. Investigations may include interviews, physical surveillance and 
liaison with other intelligence services. Warrants may authorize the use of 
still more intrusive means such as the interception of oral or written com- 
munications and covert searches. 


3. Analysis 

If information is the lifeblood, analysis lies at the heart of the intelligence 
cycle. Analysts, alert to the requirements of policy makers, use a knowledge 
of regional, national and global trends to assess the quality of the informa- 
tion they have received. They then organize that information into useful 
intelligence for dissemination. There are three components of the analytic 
function: operational analysis (specific and short term), strategic analysis 
(global and long term) and reference (researching public sources as sup- 
port for operational strategic analysis). 


4. Dissemination 

No matter how perceptive an analysis is, it is without practical value unless 
it is disseminated in a timely manner to those who can take preventative 
and/or protective action. In today’s global political climate, terrorists can 
strike quickly and often; intelligence officers must act even more quickly. 
The primary recipient of the CSIS analytic product is the Government of 
Canada. Other beneficiaries are officials of various departments of the 
federal, provincial and municipal governments and, of course, law enforce- 
ment authorities at all levels. The exchange of information between CSIS 
and agencies of some foreign governments enables the Government of 
Canada and its allies to meet the challenges of international terrorism and 


espionage. 


For more information, please contact: 


Canadian Security Intelligence Service 
Communications Branch 

Ottawa Postal Terminal 

P.O. Box 9732 

Ottawa, Ontario 

K1G 4G4 


(613) 782-0100 
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